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About This Guide

GEARS is a platform for network security management for IT and security professionals that provides visibility over
all types of endpoint applications from antivirus to hard disk encryption and public file sharing, as well as the ability to
enforce compliance and detect threats. More information on GEARS may be found at http://www.opswatgears.com.

GEARS canbe leveraged by ForeScout's CounterACT policies to provide enhanced compliance checking capabilities.
Once you have deployed the GEARS Client to your devices and configured your compliance policy through the GEARS
configuration page, the GEARS Client will store the device's compliance status in the Windows Registry or Mac OS p-
list. ForeScout CounterACT can access and use this information through custom policies to determine if a device
should be granted network access.

This guide specifically illustrates how to establish GEARS policy checks for Windows and Mac OS devices through
ForeScout CounterACT. This guide assumes you have access to the CounterACT configuration manual and have a
basic understanding of policy creation.

©2014 OPSWAT, Inc. All rights reserved. OPSWAT, GEARS and the OPSWAT logo are trademarks of OPSWAT, Inc. ForeScout and CounterACT
are trademarks of ForeScout Technologies Inc. All other trademarks, trade names, service marks, service names and images mentioned and/or
used herein belong to their respective owners.
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Custom Policy Creation

The guide provides information on how to create the policies with appropriate conditions. Each rule in the policy may
have actions associated with it that are determined by corporate policy. You are expected to add actions to each sub-
rule that are appropriate to your corporate policies. For example, you might want to:

1. Create groups for eachrule such that as aresult of these policies, endpoints end up in groups, and then have
separate policies that act on these groups. The groups may be;

a.
b.
C.
d.

GEARS Compliant
GEARS Not Compliant
GEARS Not Running
GEARS Not Installed

2. Performdirect actions on non-compliant endpoints, for example:

a.

b
C.
d.
e

Send an email to the administrator

Assign non-compliant endpoints to a quarantine VLAN

Hijack the web browsing session of users not running GEARS and provide installation instructions
Run aninstallation script on endpoints that do not have GEARS installed

Run a script to start the application on endpoints which have GEARS installed but not running

GEARS Compliance on Mac

Using CounterACT, you can create a policy which will analyse Mac computers for GEARS compliance, as follows (the
steps shown are for a managed device. See appendix for differences on guest devices):

1. Open the policy manager and click on ADD to create a new policy

%= CounterACT Enterprise Manager Console - admin connecter to 10.44.1.63 - Licensed to FORESCOUT = =] |
File Reports Actions Tools Log Help
— @] y | |
( o } = § @ ) T O &
M | NAC “ Inventory % Thre’ U Policy < Dashboard o/ - {é}
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| + " < " ':%?" @ H @H Il-"§]| Search Q Show subfolder policies
Policy
= Latest Name Category 5Sta User Segments Groups Exceptions Conditions Actio. 4 Add...
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£3 vMware
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m} Custom...
Apply
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2.

Inthe Policy Wizard, select CUSTOM for ‘Policy Type'and click NEXT

Policy Wizard

Policy Type

Create a policy using a template or create a custom policy.

Search

DTempIates
L Classification
f‘g CorporatesGuest Control
Compliance

% Threats

| s0z.1x

[ Mobile

B MaaSe

G Wihiware

]g' Track Changes
2B Custom

P Help

Q Custom

The custom policy wizard allows you to define policies for
which no template exists.
When defining a policy, you need to consider the following:

& What hosts are subject to the policy

& What conditions should be tested againstthese
hosts

& What actions should be applied ifthe conditions
are met

As an example, consider a simple policy requiring all
corporate Windows machines to run an antivirus. In this
case, the condition would be

035 is Windows AND Machine is Managed AND NOT
Antivirus is running

The actions associated with hosts matching this condition
can be "HTTP Motifications™ and "Send email to the Help
desk’

Sometimes the policy is more complex, and divides the
network into multiple categories, each requiring a different
set of actions. You can use a compound palicy combining
multiple sub-rules to cope with such cases.

MNext * Cancel




3. Give the policy aname, for example, “GEARS Compliance - Mac”

Policy Wizard
Hame
f Puolicy Type Enter a name and description for the policy.
’ Hame
Scope
. MName GEARS Compliance - Mac
Main Rule
Sub-Rules Description This policy categorises Macintosh endpoints based on

OPSWAT GEARS compliance.

4. Selecttherange of IP addresses of the endpoints you want to include in the policy when prompted.



5. Onstep 3 of the wizard, click on the ‘wrench’to open up the advanced options, then click ADD to filter by group,
and select the “Macintosh” group (this assumes you have run added the standard CounterACT Asset
Classification Policy Template)

Epohcy - Wizard - Step 3 of 5 z’
Policy Wizard
-St:ope
 Policy Type Define the range of Hosts to be inspected for this policy.
« Name
’ Scope |

Main Rule Hosts inspected by the policy % E Groups -

Segment ~ Ranges & Add...
No Name Assigned All IPs & Group Tree
| Edit @ Android
°@ Android Managed
@ ios
. &3 Segments... "® Linux/Unix
o @ MaaSo
°® Macintosh
@ Microsoft Virtual Clients
@ Microsoft Virtual Servers
© @ Mobile devices

- A ) °@ NAT devices
Filter by Group - Only inspect hosts from the following groups o@ Network devices

Group Description 4 Add... ® Printers

@ Unclassified

°® VMware ESXi Servers
@ VMware vCenter Servers
@ VMware Virtual Machines

Sub-Rules

No Group Filter applied Remoye

Exceptions - Do notinspectthe following ‘@VolPdevices
Type Values 4 Add... °® Windows
No iterns to display | & Edi. | New Group... J
[ Remove
& _ ey
| P Help J| < Previous J[ Next JL Einish J[ Cancel | |

6. Themainrule of the policy can be left empty, this ensures that all Macintosh endpoints will match this policy.




7. The sub-rules should be created as follows:

a. Thefirst sub-rule should check whether the OPSWAT process is running and that the policy file exists
and is in the form GEARS <license_key>_1.txt. Replace <license_key> with your license key. An action
can be used here to add the endpoints to a group that indicates that the host is compliant.

E Policy: 'GEARS Compliance - Mac'-->Sub-Rule: ‘Compliant” - ll
Hame
Mame Compliant |—! = |
Edit...

Description Mone.

Condition

Ahost matches this rule if it meets the following condition:

All criteria are True z

Criteria | b add. |
Macintosh File Exists File Name (full path): Applications/OPSWAT GEARS Client/PoliciesuGEARS_<gears license key-_1.bd —

Macintosh Processes Running - Matches GearsAgent

(]
T
:

Actions
Actions are applied to hosts matching the above condition.
Enable Action Details [ 4 add. |
"] °® Add to Group Add to Group. Schedule: Start=immediately, Occurrence=ronStart=true, onEvery=null, onSche... e

Advanced

Recheck match Ewvery & hours, All admissions .
| # Edi.

Exceptions Mone.

| P Heip || ok || cancel




b. The second sub-rule should check that the policy file exists but indicates non-compliance (0 at the
end), and that the GEARS process is still running. Again, you can add non-compliant hosts to a different
group or perform some other action, such as assigning them to a quarantine VLAN, hijacking their
browser, or simply sending an email to the administrator.

P33 Policy: 'GEARS Compliance - Mac'-->5ub-Rule: ‘Non-Compliant’ - =
Name
Mame Mon-Compliant B
| #Edt. |

Description Mone.

Condition

A host matches this rule if it meets the following condition:

All criteria are True T
Criteria |
Macintosh File Exists File Name (ull pathy: Applications,OPSWAT GEARS Client-Policies\GEARS_<gears license key-_o.bd |

Macintosh Processes Running - Matches GearsAgent

Actions
Actions are applied to hosts matching the above condition.

Enable Action Details | = Add... |

Mo itemns to display

Advanced

Recheck match Every & hours, All admissions e
" |  # Edit.

Exceptions Mone. '

| P Hep || 0K || Cancel




c. Thethird sub-rule should confirm that the agent is running, but no policy file was found in the first 2
conditions. Therefore, the compliance status cannot be determined. Again, you can add an action to
notify the administrator or do something else as is appropriate.

E Policy: 'GEARS Compliance - Mac'-->5Sub-Rule: ‘No Compliance Status Known x|
Name
Mame Mo Compliance Status Known

| & Edit. |

Description Mone.

Condition

A host matches this rule if it meets the following condition:

All criteria are True :

Criteria | b add |
Macintosh Processes Running - Matches GearsAgent —_——

=}
T
T

Actions
Actions are applied to hosts matching the above condition.

Enable Action Details | 4 oAdd. |

Foiterms to display

=}
T
T

Advanced
Recheck match Every g hours, All admissions |_:_5’T
Edit...
Exceptions Maone. - - .
| PHep || oOK || cancel |

d. Thelast sub-rule should have no conditions and is a catch-all for endpoints that do not have the

GEARS client running. Again, you may configure automatic actions as is appropriate in your
organization.



8. Thefinal policy should look something like this:

E Policy: 'GEARS Compliance - Mac' - x|

Hame
Mame GEARS Compliance - Mac

| ZEdt. |
Description Mone. ey
Scope

IP Ranges AllIPs .
< | & Edit.
Filter by Group Macintosh h .

Exceplions Mone.

Main Rule
Conditions Actions Re-check T
Mo Conditions Every & hours, All admissions | < Edi y
Sub-Rules

Name Conditions Actions Exceptil
1 Compliant Macintosh File Exists File Mame (full pathy- Applications/OPSWAT GEARS Client/Palicies\G
2 Mon-Compliant Macintosh File Exists File Mame full pathy: Applications/OPSWAT GEARS Client-Policies\G...
3 No Compliance Status Known  Macintosh Processes Running: Matches GearsAgent
4  GEARS NotRunning Mo Conditions

|I ?ﬂelp Hr OK ‘|| Cancel

GEARS Compliance on Windows

Using CounterACT, you can create a policy which will analyze Windows computers for GEARS compliance, as follows
(the steps shown are for a managed device. See appendix for differences on guest devices):

1. Open the policy manager and click on ADD to create a new policy

ECc-unterACI' Enterprise Manager Console - admin connectedkto 10.44.1.63 - Licensed to FORESCOUT i [l
File Reports Actions Tools Log Help
m NAC Inventory igg Policy Dashboard @ . @@
Policy Folders Policy Manager
| + " < " =ITf)" @ H E:’H “—'I?]| Search Q Show subfolder policies
Palicy ) ]
= Latest Name Category Sta User Segments Groups Exceptions Conditions Actio. 4= Add... |
[ OPSWAT GEARS : '
2 ViMware | S |
Mo iterns to display .
| Start |
| Stop. |
| @} Custom... |
| Apply |
(Svea o o |
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Inthe Policy Wizard, select CUSTOM for ‘Policy Type'and click NEXT
Give the policy a name, for example, “GEARS Compliance - Windows"
Select the range of IP addresses of the endpoints you want to include in the policy when prompted.

On step 3 of the wizard, click on the ‘wrench’to open up the advanced options, then click ADD to filter by group,
and select the “Windows" group (this assumes you have run added the standard CounterACT Asset
Classification Policy Template.

The main rule of the policy can be left empty; this ensures that all Windows endpoints will match this policy.
The sub-rules should be created as follows:

a. Thefirst sub-rule should detect Windows endpoints that do not have GEARS installed.

P2 Policy: 'GEARS Compliance - Windows'-->5ub-Rule: ‘GEARS Not Installe x|
Hame
Mame GEARS Mot Installed

£ Edit...

Description Mone.

Condition

A host matches this rule if it meets the following condition:

All criteria are False | »

Criteria b pdd
Applications Installed - Mame: Contains OPSWAT GEARS

Actions
Actions are applied to hosts matching the above condition.

Enable Action Details = Add.

FHoitems to display

Advanced
Recheck match Every & hours, All admissions Z Edi
Edit...
Exceptions Maone.
¥ Help oK Cancel
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E Policy: '"GEARS Compliance - Windows'-->5ub-Rule: 'GEARS Not Running’ -
Name
Mame GEARS Mot Running -

Description Mone.

Condition

A host matches this rule if it meets the following condition:

All criteria are False El

e | A oadd. |
Windows Processes Running - Matches gearsagentsenvice e

Edit...

Windows Semnvices Running - Matches OPSWAT GEARS Client |;|
| Remove |

Actions

Actions are applied to hosts matching the above condition.

Enable Action Details | o opdd. |
| Edit |

Mo iterms to display E——

| Remove |

Advanced

Recheck match Ewvery & hours, All admissions f 2 Edit 1

Edi
Exceptions None. ‘ ’

b. The second sub-rule should detect endpoints that have GEARS installed, but not running.

P Help |[ OK J| Cancel
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The third sub-rule should detect endpoints that have GEARS, but not using the corporate registration
key. This can be done by creating a sub-rule that has only the following condition (where ‘xxx'is
replaced with the corporate registration key):

%3 Condition x|

Search Q Registry Value: Use of this properiy requires the proper configuration and activation of the HP'S Inspection Engine plugin.
File Size ® Meets the following criteria
File Version ) o
) Does not meet the following criteria
File Version Compari:
Is Behind NAT Registry Value Path (e.g. HKEY_LOCAL_MACHINE\Forescoutialue
Logged On

N . .
NetBIOS Membership HKEY_LOCAL_MACHINE\SOFTWARBOPSWATWGEARS ClienhConfi;Reqgi

i . strationKey
Registry Key Bxsts HKEY_LOCAL_MACHINE\SOFTWAREWows232Node\OPSWATIGEARS Cli
Registry Value enhConfigRegistrationkey
Registry Value Exists
SecureConnector Dej —
Matches w | ocooc
SecureConnector Sys —
Shared Folders
Match case

Windows Manageable
Windows Manageabl:
Windows Manageabl:
Windows Manageabl
Windows Manageabl:
Windows Processes
Windows Senvices In:
Windows Senvices Ru
Windows Version
Windows Version CPl
Windows Version Fim
% Windows Applications
7 Windows Security

34T —
» Wireless . .
& v| Evaluate irresolvable criteria as  False v|

| P Hep || Ok,

| Cancel
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d. Only endpoints with a corporate licensed version of the GEARS client make it to the fourth sub-rule.
This rule should detect endpoints which are not compliant according to GEARS. The condition for the
rule looks as follows:

ECondition

e.

Search

File Size

File Version

File Version Compari:
Iz Behind NAT
Logged On

MNetBIOS Membership
Registry Key Exists
Registry Value
Registry Value Exists
SecureConnector Dej
SecureConnector Sys
Shared Folders
Windows Manageable
Windows Manageabl:
Windows Manageabl:
Windows Manageabl
Windows Manageabl:
Windows Processes
Windows Senvices In:
Windows Senvices Ru
Windows Version
Windows Version CPl
Windows Version Fim

FD Windows Applications
7 Windows Security
@ Wireless

Q Registry Value: Use of this properiy requires the proper configuration and activation of the HP'S Inspection Engine plugin.
) Meets the following criteria
® Does not meet the following criteria
Registry Value Path (e.g. HKEY_LOCAL_MACHINEForescoutValue)

HKEY_LOCAL_MACHINEASOFTWAREWowss32Mode\OPSWATWGEARS Cli
entConfigiRegistrationkey
HKEY_LOCAL_MACHINE\SOFTWARE\OPSWAT\GEARS ClienthConfigRegi
strationkey

Matches z DOGOOC

Match case

| Evaluate irresolvable criteria as  [False| |

x|

| P Heip || OK H Cancel

The fifth sub-rule should check for any endpoints which simply do not have compliance information
reported in the registry. The condition is:

23 Condition

registry

Properties
lg' Track Changes

Q Registry Value Exists: Indicates the existence of a selected Windows registry value.
Use of this property requires the proper configuration and activation of the HPS Inspection Engine plugin.

@ Meets the following criteria

Registry Key Created/Re| | Z) Does not meet the following criteria

Registry Value Ch

Reagistry Value Created/F

& windows

ange
Registry Value Path (e.g. HKEY_LOCAL_MACHINEForescoutValue)

HKEY_LOCAL_MACHINEASOFTWAREWows32Node\OPSWATWGEARS Cli

Registry Key Exists enhStatus\Policy

Registry Value

Registry Value Exi
Windows Manage
Windows Manage
Windows Manage

HKEY_LOCAL_MACHINEASOFTWARENOPSWATIGEARS ClientStatus\Polic

sts

able D
able D
able Ly

Evaluate irresolvable criteria as w

x|

| 2 Hep [ 0K || Cancel
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f. Thelast sub-rule has a condition to confirm that the host is compliance (though by this point, any host
that gets this far must, by process of elimination, be compliant). The condition is:

ECondition |
Search Q Reqistry Value: Use of this property requires the proper configuration and activation
File Size N ofthe HPS Inspection Engine plugin.
File Version ® Meets the following criteria
File Version Compari: ) Does not meet the following criteria
Is Behind MAT
Logged COn Registry Value Path (e.q. HKEY_LOCAL_MACHINEWForescoutValue)
NetBIOS Membership | | ry | 0CAL_MACHINE\SOFTWAREIOPSWAT\GEARS ClienhStatusiPolic ~
Registry Key Exists y
Reqgistry Value HKEY_LOCAL_MACHINESOFTWAREWOowWs422ModenOPSWATWGEARS Cli
Registry Value Exists enhStatus\Policy -

SecureConnector Deg
SecureConnector Sys
Shared Folders

Windows Manageabls

Matches w1

Match case
‘Windows Manageable

Windows Manageabls
Windows Manageabls
Windows Manageabls
Windows Processes
Windows Services Ins
Windows Sernvices Ru
Windows Version
Windows Version CPl

. . v| Evaluate irresolvable criteria as  False v|

| P Help || oK | Cancel
" . & ’
8. Thefinal policy should look something like this:
¥ Policy: "'GEARS Compliance - Windows' - |
Name
Name GEARS Compliance - Windows |le
Description ~ Mone h = :
Scope
IP Ranges AlllPs |7Z —
Edit...

Filter by Group Windows h .
Exceptions MNone
Main Rule
Conditions Actions Re-check - —
Mo Conditions Every 2 hours, All admissions ‘ < Edit J
Sub-Rules

Name Conditions Actions Exceptit ——
1 GEARS Mot Installed NOT Applications Installed: Name: Contains OPSWAT GEARS ‘ + Ada. ‘
2 GEARS NotRunning NOT Windows Processes Running: Matches gearsagentservice AND NOT Windows Services Running: Matche... ‘ & Edit.. ‘
3 Non-Corporate GEARS Deployment MNOT Registry Value Registry Value Path (e g HKEY_LOCAL_MACHINEWForescouhValue): HKEY_LOCAL_MACHIN —

R
4 Non-Compliant Registry Value Registry Value Path (e.g. HKEY_LOCAL_MACHINEForescoutValuey. HKEY_LOCGAL_MAGHINEISO. (M Remove |
5 No Compliance Status Known Registry Value Exists Registry Value Path (e.g. HKEY_LOCAL_MACHINEForescoutValue): HKEY_LOCAL_MACHI.. \ (5 Duplicate \
& Compliant Registry Value Reagistry Value Path (e.g. HKEY_LOCAL_MACHINE\ForescoutValue)y: HKEY_LOCAL_MACHINE\SO... ‘T‘
Up
| n |
| P Hep || OK || Ccancel |
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Managed vs. Guest Device
Managed devices (devices using the installed GEARS client) policies are configured as described above. Guest
devices (devices using the on-demand GEARS client) policies are generally configured the same but require some
minor modifications. Here is a table presenting those differences:

MANAGED (PERSISTENT) GUEST (ON DEMAND)
Process Name GearsAgentService.exe opswat-gears-od.exe
Service Name OPSWAT GEARS Client n/a

LICENSE KEY REGISTRY ENTRY
Registry Root Key HKEY_LOCAL_MACHINE HKEY_CURRENT_USER
Subkey, 32-bit  \SOFTWARE\OPSWAT\GEARS Client\Config \SOFTWARE\OPSWAT\GEARS OnDemand\Config

Subkey, 64-bit \SOFTWARE\Wow6432Node\OPSWAT\GEARS Client\Config ~ \SOFTWARE\OPSWAT\GEARS OnDemand\Config

Key Name RegistrationKey -------
Key Type REG_SZ -
Key Value Should match license key for the desired account -------

COMPLIANCE STATE REGISTRY ENTRY
Registry Root Key HKEY_LOCAL_MACHINE HKEY_CURRENT_USER
Subkey, 32-bit \SOFTWARE\OPSWAT\GEARS Client\Status \SOFTWARE\OPSWAT\GEARS OnDemand\Config

Subkey, 64-bit \SOFTWARE\Wow6432Node\OPSWAT\GEARS Client\Status ~ \SOFTWARE\OPSWAT\GEARS OnDemand\Config

Key Name Policy -
Key Type DWORD v
Key Vale 0=Not Compliant | 1=Compliant -------
MAC
MANAGED (PERSISTENT) GUEST (ON DEMAND)
Process Name GearsAgent GearsAgent
Log File Location Applications/lOPSWAT GEARS Client/Policies /Users/<username>/Documents/OPSWAT/GEARS OnDemand
File Name GEARS_<license key>_<policy value>.txt -------
<licensekey> Should match license key for the desired account -------
<policy value> 0=Not Compliant | 1=Compliant -------
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For more information, or if you have any questions about the steps above, please log into the OPSWAT Portal at
https://myportal.opswat.com and submit a ticket to request assistance from our support team.
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